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Abstract. Robotic swarms could solve, without the need for a central con-
troller, a wide range of difficult applications in real-world environments.
First part of the paper is dedicated to the connection between robotic
swarm and membrane computing. The second part of our research is the
development of a biologically inspired BIS approach for enabling the dis-
tributed security of a robotic swarm. Thus we propose in AIS an algorithm
based on negative selection for Pcol automaton. In this paper we define
a mathematical model for security issues of robotic swarms combining
bio-inspired computational models with evolutive systems.
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1 Introduction

The swarm robotics inspired from nature represents the study and design of collective
robotic systems without relying on any form of centralized control. In a robot swarm
which is composed of a large number of simple robots (or agents), the collective
behavior of the robots results from local interactions between the robots and between
the robots and the environment in which they act. The ideal robotic swarm is able to
exhibit emergent intelligence and solve complex problems in a secure way. A robotic
swarm may be hierarchically described in terms of sub-swarms (a subset of the swarm
with its own objective and can be decomposed in several neighborhoods based on
spatial or logical criteria) and neighborhoods.

Membrane computing (introduced by Gh. Paun, [33]) is an area of computer
science that aims to synthesize ideas and computation models inspired by the structure
and functioning of living cells as well as by the way cells are organized in tissues
or other higher forms of organization. The basic idea of P systems is to separate
computing processes in different compartments (membranes) which are able to inter-
communicate. In membrane computing there are evolution rules which allow objects
to evolve, i.e. to transform themselves in other objects, to pass through a membrane,
or to dissolve the membrane in which the specific object is placed. The objects are
identified with symbols corresponding to a specific alphabet. This evolution takes
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place in parallel for all objects that are able to evolve at the current step. The result
of computation in this parallel and distributed model is represented by the objects
contained in a particular region.

There exists interesting analogies between P colonies and secure robotic swarms,
see [3]: P colonies are based on the same ideas of swarm intelligence, P automata
are combining features of classical automata and natural systems with a distributed
architecture, the communication and processes are segregated in tasks and sub-tasks.

The structure of this paper is as follows. Next section will give an overview of
swarm robotics in terms of concepts, applications and challenges. Security of robotic
swarms is identified as a key issue in designing robotic swarms and the core of this
paper is a new way to look at this problem which is based on membrane computing.
Therefor an overview of P colonies is given in the final part of the section. Section
3 introduces our main theoretical contribution. Some conclusions and directions for
future work are presented in section 4.

What we propose in this paper is to use concepts inspired by membrane computing,
P colonies and bio-inspired computational models with evolutive systems to formalize
this issue of intrusion detection and rejection and so to separate non-self robots from
the original swarm.

2 Robotic swarms

A robotic swarm is a self-organizing multi-robot system characterized by simplicity
of individuals, local sensing and communication capabilities, parallelism in task ex-
ecution, robustness, scalability, flexibility and decentralized control. The collective
behavior of the robot swarm emerges from the interactions between robots, respec-
tively with the environment.

Usually, a robotic swarm is composed of homogeneous robots, although there are a
number of works involving heterogeneous robot swarms [38, 12]. Swarm robotics is a
natural swarm intelligence system validated on natural examples, see for instance the
relationship between a model of self-enhanced aggregation for social insects and the
behavior of a cockroach-like-robotic swarm described in [17]. Also, there are relevant
results in what concerns the conditions under which some complex social behaviors
might result out of an evolutionary process, and robot swarms have been used to
study the evolution of communication and collective decision making, see [35, 20].
Collective robotic systems based on swarm intelligence concepts are fault tolerant,
scalable and flexible [1].

Swarm robotics has been studied in the context of the following tasks: aggregation -
which deals with spatially grouping all robots together in a region of the environment,
pattern formation - position of the robots must follow a geometric pattern, object
clustering and assembling - the robots must picking up objects and assemble them in
a specific region, path planning - used for mapping or obstacle avoidance, or consensus
achievement and collective decision making, see also [31].

Lately, in the swarm robotics field, the research focuses on the development of tools
and methods to solve real problems from engineering field [2]. However, the stringent
issue of security of robotic swarm has been largely overlooked [3]. A secure robotic
swarm must be able to detect foreign robots and expel them (intrusion detection). In
an analogy with the human being immune system where we denote by non-self that
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which is identified by the immune system as foreign to the body, in a robotic swarm
one may speak of self robots (robots of the original swarm) and nonself robots (robots
which have managed to breach the physical and/or logical barriers of the swarm and
to join the swarm with the goal of imposing their own objectives).

P colonies

The concept of P colony is a generalization of a membrane computing model, [28]
and took another source of inspiration from the notion of colonies of simple formal
grammars (introduced by [27], see also [5], for basics of grammar systems, and [6],
for eco-grammar systems), i.e. to use as simple as possible agents which are placed
in a shared environment. The components or entities of a P colony include objects
(symbolic counterparts of chemical compounds), agents (internally structured active
entities), and programs. So, in this computing model agents are single cells containing
a small number of objects which are processed by different types of programs [29].

Colonies of synchronizing agents (CSA), introduced in [8], consist of multi-sets of
agents determined by objects that work together under global rules, i.e., all agents
follow the same rules. Specific rules CSA are of two types: the evolution rules and
synchronization rules. Application of synchronization rules changes the content of the
two agents simultaneously. In [8] are determined some results related to computing
power and robustness.

In [30], P colonies are analyzed in a parallel and sequential computing mode,
depending on the number of agents acting in a single derivation step. In parallel
mode each agent can apply any of its programs, chooses nondeterministically one of
its programs and applies it, else an agent that is chosen nondeterministic may act.
Calculation stops when no agent can not apply any of its programs to existing object.

Eco-P colonies are extensions of P colonies with dynamical evolution of environ-
ments [7, 9], which are based on the assumption that objects can act on the envi-
ronment not only through the exchange of objects, but also directly, by mutations
of external objects. In [15] there are compared the parallel and sequential derivation
modes, and the new rule types for programs of P colonies. They show that P colonies
of size at most 5, which work in sequential derivation mode, with priority rules, re-
spectively in maximal parallel derivation mode, with programs without priorities in
communication rules are completely calculable.

P colony automata are combining properties of finite automata and P-colonies
[34, 10, 9, 30]. An interesting application of P colonies automata for robot control is
presented in [30].

According to those specified above, we will describe further the basic definitions
and notations for a P-colony.

Definition 2.1 (P-colony of capacity k). A P -colony of capacity k is a structure of
the form

(2.1) Π = (A, e, f, IE , B1, B2, . . . , Bn) , n ≥ 1 ,

where: A is an alphabet (finite nonempty set of abstract symbols, its elements are
called objects), e ∈ A is the basic object (environment object) of the colony, f ∈ A
is the final object of the colony, IE ∈ (A− {e})∗ is a finite set of objects initially
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present in the environment and different from e, (Bi)i=1,n are cells or agents, each
Bi being of the form (Oi, Pi) where Oi is a multiset of k copies of the basic object e
(the initial state of the agent or cell, and |Oi| = k) and Pi = {pi,1, pi,2, . . . , pi,ki

} is
a finite set of programs.

Each program pi,j consists of k rules not necessary different. There exist three
basic types of rules: evolution or rewriting rule a → b (an internal object a will be
transformed into an internal object b), communication rule c ↔ d (an internal object
c is replaced with d: c is sent outside the agent, to environment, instead of object
d, which is existing in the environment) and checking or priority rule c ↔ d/c′ ↔ d′,
that expands the skills of agents [26] (in this case is assumed that the communication
rule can be chosen from two possibilities with the first one having higher priority: the
agent checks the possibility to apply the communication rule having higher priority,
else, the other rule can be applied), for a, b, c, d, c′, d′ ∈ A.

Definition 2.2 (Degree and height of a P-colony). For a P colony (2.1) there are
defined the following notions: capacity k, degree n and height h of Π, as follows: k
is number of objects belonging to each agent, n express total number of agents and h
represents the maximal number of programs of the agents in Π.

At the beginning of the computation, the environment contains an arbitrary num-
ber of copies of the basic object e (also, each agent contains k copies of e). At each
step of computation, the content of the environment as well as of the agents will
change. In the parallel derivation mode is assumed that each agent which can apply
any of its programs must non-deterministically choose one and apply it at the same
time with all the other agents; when using the program, all its rules are applied, each
for different objects of the agent. In the sequential derivation mode one agent uses
one of its programs at a time; in this case, contents of the agent and the environment
can be changed in a single step.

The configuration of a P colony represents the content of the agents and the
environment and formally it is expressed as a (n+ 1)-tuple as

(2.2) (w1, w2, . . . , wn; wE · eω) , n ≥ 1, ω ≥ 0 ,

where: wi is a sequence of objects of the agent Bi, i = 1, n, and |wi| = k is the number
of objects that make up the sequence wi, wE represents the sequence of objects that
are placed in the environment which always contains an arbitrary number ω of copies
of the basic object e.

P colonies can calculate everything a Turing machine can compute. Thus, the P
colonies are completely computable, i.e. universal. The universality is satisfied only
if the programs contain checking rules.

3 Assessing the behavior of a robotic swarm

3.1 Biological model of an immune algorithm

Biological models that could form the basis of new paradigms in the field of Natural
Computing are different. Evolutionary behavior of ant colonies and swarms of parti-
cles, structure and functioning of the brain, are some of the most studied bio-inspired
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sources; generated general methods for solving (algorithms) of classes of difficult prob-
lems. One of the latest techniques is based on principles of biological immune systems,
see [22, 13, 39]. The most representative applications are: pattern recognition, ap-
proximation of functions, numerical optimization, analysis and classification of data,
automatic learning, anomaly detection, computer security and computer networks,
control and planning, & c.

Biological immune system (BIS) is a collection of cells, molecules and organs in-
volved in recognizing and combating certain disorders of the human body, being able
to perform complex tasks: pattern recognition, learning and memory, tolerance to
noise, generating diversity or optimization. System complexity is comparable to that
of the human brain. The immune system response may be: primary (the reaction to
the first contact with pathogens) and secondary (the body has memory and reacts
faster). So secondary immune response is faster and more intense than the primary
due to immunological memory cells (lymphocytes).

There are two categories of elements of type antigen that can be identified by the
immune system: self antigen (cells as part of the human body, inoffensive, which are
recognized by the immune system) and nonself antigen (elements that are foreign to
the body). The main feature in the correct functioning of the biological immune sys-
tem is the distinction between the two types of antigens (self and nonself). The recog-
nition is based on binding the antigen by receptors in cells that ensure the functioning
of BIS. The recognition of antigen precedes the immune response, which represents
all the actions performed by immune system in order to defend the human body. The
steps of the immune response: capture of the antigen by macrophages, fragmentation
and transfer of the antigenic information to the immune system. Study of the lym-
phocytes behavior leads to different applications: classification tasks, and detection
of anomalies in the behavior of some systems (malware and the computer/network
security).

The receptors (antibodies) that correspond to a lymphocytes are generated by
combining of gene sequences that are found in the body’s self register. By combining
sequences from the register, it ensures a wide variety of receptors. BIS model under-
pins the development of new computational techniques and construction of various
evolutionary systems called AIS (artificial immune systems). To define and develop
an AIS it will take into account: immunological mechanisms, their modeling to de-
scribe complex processes, understanding and exploiting a natural phenomenon that
the immune response of an organism. Scheme of an AIS for solving a problem is
the following: issue is interpreted as an antigen, and its solution is represented by
antibodies generated from response. To develop an AIS algorithm are priority: data
representation (the discrete representation, vector of binary values or discrete, or con-
tinuous representation, vector of real values), affinity between antibody and antigen
which represents similarity between two configurations, threshold of acceptance the
matching, choosing the appropriate model or algorithm (model of bone marrow, neg-
ative selection algorithm, clonal selection algorithm, artificial immune networks).

Negative selection algorithms (NSAs)

The first studies devoted to the implementation of an intrusion detection system
inspired by BIS emerged in the late 90s and the central algorithm of the proposed
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Figure 1: Determining the solution by using AIS-based model.

system is the one of negative selection that represents a process whereby the body is
protected against self-reactive lymphocytes and uses the immune system’s capacity
to detect unknown antigens without reacting to the self-cells.

Negative selection principle (NS): in the thymus gland, T-cell maturation occurs,
and this process resulted in the elimination of those T-cells that recognized the body’s
self elements. Virtually all T-cells leaving the thymus will enter the circulatory sys-
tem having the property to tolerate the body’s self elements. NS is a viable paradigm
for pattern recognition by storing information about complementary set (extraneous
elements) recognizable shapes (self-elements). Negative selection algoritm (NSA) is
used for detection of anomalies or changes in AIS and consists of two steps: gener-
ating or censoring stage and detecting or monitoring stage. The NSA implies: data
representation (the basis on that it can discuss the difference of various detector rep-
resentations), coverage estimate, affinity measure, and matching rules.

Thus, different NSA are characterized by particular data representation schemes,
matching rules and detector generation processes. The fundamental purpose of a NSA
is to classify data. NSAs have been modified to handle data in string (alphabetic)
representation and hybrid data, comprising both real-valued and string data represen-
tations. The detector generation and elimination mechanisms implemented in a NSA
are a defining characteristic of the algorithm. For example, for string data representa-
tion are proposed randomized algorithms, i.e.,exhaustive algorithm and deterministic
algorithms (linear time and greedy algorithm), and only random-based generation
schemes have been implemented for real-valued vector data representation, see [25].

To date, numerous strategies were proposed for how the random generation of de-
tectors are implemented. The classical approach is the random generation and elim-
ination strategy. Among other approaches to detector generation one could include:
evolutionary approaches such as genetic algorithms, one-shot randomized algorithms,
optimization with aftermath adjustment [19, 25]. Distinction between (discrimina-
tion) self and nonself represents one of the major mechanisms in the complex immune
system: these two terms are artificial labels given to the classification of data in-
stances. Thus, self refers to standard incoming safe data, while nonself represents
data considered malware or intrusive. First artificial NSA was designed as a change
detection method (Forest et al., [16]). The most important characteristics of a NSA
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are: negative representation of information, using some form of detector set as the
detection mechanism and one-class classification.

Remark 3.1. Consider S the set of self-elements that can be recognized and will
be protected or monitored (self-antigens). The set D is the set of detectors with the
aim of identifying all antigens that do not belong to the set S, namely the extraneous
antigens. The main steps of NSA are presented below and listed in Algorithm 3.1

a) generating stage:

the detectors are generated by a random process and censored by trying to
match self-samples; those candidates that match are eliminated; the rest are
kept as detectors;

b) detecting stage:

the set of detectors (collection of mature detectors retained in memory) is im-
plemented in the detection phase; next step: each unknown data instance is
analyzed by the detector set and classified as self or non-self; if the unknown
data instance matches any detector in the detector set, then it is classified as
non-self or anomaly; if the incoming data instance is not recognized by any
detector, then it is assumed as its, i.e., self.

Algorithm 1 Basic negative selection algorithm

Data: set of self or normal data S ⊆ U , l, r ∈ N, where l is the string length and r
is a matching threshold

Result: set of detectors D ⊆ U

1 begin

2. Generate randomly string d ∈ U .
If d doesn’t match any string in S then D := D ∪ {d}

3 Monitoring new sample y ∈ U by permanently checking the detectors (in D)
to y. For d ∈ D if d recognizes the element y ∈ U then classify it as nonself

4 end.

Another application of NSA is found in the literature dedicated to intrusion detection
in computer networks. The BIS model provides some structural and functional sim-
ilarities to those of a system that ensures the security of a computer network. Both
systems monitors the body activity, respectively of the computer network, and by
the specific actions reject potential attacks of intruders. The immune system and the
intrusion detection system have the ability to recognize and distinguish between the
two categories of items: self (body cells, respectively network activity) and foreign
(antigens, respectively potential attacks).

Terminology in this area: detector (antibody), self-samples (self-cells), incoming
data instances (antigen), distance measure (affinity measure in the shape-space: real-
valued, integer, binary or symbolic), r-contiguous1 matching rule matching rule.

1adjacent or neighboring
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A significantly important factor in the performance of the NSA is the choice of
matching rules implemented for data recognition. The choice of the matching rules or
the threshold used in matching rules must be application specific and data represen-
tational dependent; the matching rule is a measure of distance, affinity or similarity
that two data instances share.

3.2 Matching rules in data representation

Due to the fact that antigens and antibodies are characterized by their physicochem-
ical binding properties, they are represented as points in an n-dimensional Euclidean
space. In the terms of computational models, the notion of the affinity between an-
tibodies and antigens is defined based on a distance measure between points in the
shape-space or representation space (concept introduced by Perelson and Oster, [36]).
Specifically, the distance between an antibody and an antigen is inversely proportional
to the affinity between them; in some cases, coordinates are not given explicitly but
the distance between antibodies and antigens is provided. Therefore, if Γ, X and
Γε ⊆ Γ represent the shape-space, antigens, and affinity (coverage) of antibodies, re-
spectively, then ε specifies a recognition threshold. Thus, if the affinity between an
antibody and an antigen X is less than ε (i.e., the antigen lies inside the affinity region
of an antibody), then the antigen is said to match (bind) the antibody (Balthrop et
al., [4]).

The entities involved in immune algorithms are mainly B and T-cells, antibodies,
and antigens. Representations that are used in most immune algorithms are: binary
strings, strings over finite alphabets (other than binary), real-valued vectors, and
hybrid representation where each entity consists of several features and each feature
may be of a different type (e.g., integer, real value, boolean value, or categorical
information). In literature are introduced different similarity or distance measures to
define the notion of affinity between a T or B-cell and an antigen. The detector (T-cell
model) is characterized by a set of attributes and a matching rule, based on a distance
measure Gonzalez et al., [19]; it can be implemented as either a production rule or
a neural network or a software agent and these implementations may be difficult to
analyze (Hofmeyr, [22]). Usually, a detector describes a region of the shape - space
and it may be defined by a formal representation of a subspace of the shape space.
In the case of the binary representation, a detector may be defined by a binary string
(center of the detector) and threshold value (radius of the detector); the detector
will represent all the strings that are at a distance from the center, below considered
threshold.

Notion of the matching rule represents the key concept in immune algorithms: is
used both in detector generation (the mechanisms to generate the detectors), as well
in detection. Regardless of representation, a matching rule M is formally defined as
dMx and represents the affinity measure between detector d and data instance x if
and only if x belongs to the set defined by the detector d, which it means that is
necessary to define a notion of a point belonging to a set, see [25]. Unlike classical
theory, a different notion like the one in fuzzy set theory may be used, when a degree
of membership to the universal set is defined [19]. Some observations are required: for
different data representations, the matching rules can be very different, the matching
threshold applies the concept of partial matching: in representation scheme, the two
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points which are considered matching are different, a partial matching rule is meant
to be an approximation and a generalization, for real valued applications, the entire
algorithm is meaningless without this generalization.

3.3 String matching rules

As previously shown, the matching rule which defines matching or recognition, and
the distance measure that the former is based on, are the basics in any detection,
classification, or recognition algorithms. Also, the choice of a matching rule depends
on the representation scheme and type of data. For instance, NSAs were initially im-
plemented to detect changes in string data, and in literature [21, 23, 37, 24] matching
rules have been proposed for measuring the affinity of string data. In the following
several matching rules are described in detail.

3.3.1 Hamming distance

Speaking about the simplicity of computation, the Hamming distance (3.4) or Ham-
ming dissimilarity (H-distance) is obviously the convenient choice for string data. The
Hamming distance is defined as the minimum number of point mutations required to
transform one string data instance into another, where a point mutation means to
change a letter or a bit. Thus, H-distance between two strings of bits (binary integers)
is the number of corresponding bit positions that differ, and it can be determined by
using the exclusive (disjunction) OR operator (symbolized by ⊕ or XOR) on corre-
sponding bits or, equivalently, by adding corresponding bits (base 2).

(3.1) H (X, Y ) =

n∑
i=1

Xi⊕Yi ,

where X, Y are binary n-dimensional vectors, i.e., X, Y ∈ {0, 1}n. The fractional
Hamming distance or relative distance between two strings X and Y (|X| = |Y | = n)
is given by formula

(3.2) HF (X, Y ) =
H (X, Y )

n
.

A variation of the Hamming distance is the Roger & Tanimoto distance (RT-distance)
which is defined as follows

(3.3) RT (X, Y ) =

n∑
i=1

Xi⊕Yi

n∑
i=1

Xi⊕Yi + 2
n∑

i=1

Xi⊕Yi

≥ r ,

where X, Y ∈ {0, 1}n and r is the threshold value, r ∈ [0, 1].

3.3.2 Edit distance

The Levenshtein distance (also called edit distance) is a generalization of Hamming
distance, and represents a string metric (string similarity metric or string distance
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function) for measuring the difference between two sequences. The Levenshtein dis-
tance (L-distance) calculates the least number of edit operations required for a single-
character to change one string into the other string, using the dynamic programming
method (tabular computation for L(X,Y )): insertion (i), deletion (d), substitution
(s) and the cost is normally set to 1 for each of these operations

(3.4) L (X[1 . . . i], Y [1 . . . j]) =


max(i, j), if min(i, j) = 0 d : L(i− 1, j) + 1

i : L(i, j − 1) + 1
s : L(i, j) + 1Xi ̸=Yj

, otherwise
,

where 1X,Y is an indicator function. Levenshtein similarity is computed by formula

(3.5) SL (X, Y ) = 1− L (X, Y )

max{|X|, |Y |}
.

Noted that Levenshtein distance (3.4) is inversely with Levenshtein similarity (3.5)
between sequences.

3.3.3 Cosine similarity

Cosine similarity (CS) is other method of calculating similarities between strings. In
this similarity metric, the attributes are vectors of the same length. The algorithm
requires that each string is converted to a vector to get the degree between strings.
Thus, if the value of cosine similarity is 1 it means that the strings are equal because
the angle between the objects is 0 degrees, since two sequences point to the same
point; otherwise, the two strings are totally different if the angle between the objects
is 90 degrees. The distance is directly proportional to similarity between sequences

(3.6) CS (X, Y ) =

n∑
i=1

Xi · Yi√√√√ n∑
i=1

Xi ·
n∑

i=1

Yi

,

where X, Y are binary n-dimensional vectors.

3.3.4 Value difference metric

Value difference metric (V DM) is one of the usually used distance functions, which
was improved to work with nominal attributes and is defined as

(3.7) V DM (X, Y ) =

n∑
i=1

vdm (Xi, Yi) · weight (Xi) ,

where the modified value difference metric for nominal attributes vdm (Xi, Yi) is
computed by formula

(3.8) vdm (Xi, Yi) =
∑
a∈A

(P (a|Xi)− P (a|Yi))
k
,
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and

(3.9) weight (Xi) =

√∑
a∈A

P (a|Xi)
k
.

P (a|Xi) denotes the conditional probability that Xi be equal to the character a in
the alphabet A, and k is a constant, usually 1 or 2.

3.3.5 Landscape-affinity matching

The Lanscape-affinity matching rule was introduced starting from the need to capture
the characteristics of matching biochemical and physical structures, and approximate
matching in the immune system. The input string and the antibody strings are
sampled as bytes and converted into positive integer values to generate a landscape;
two strings are then compared in a sliding window. The comparison is made in one of
the following three ways to produce an affinity measure and the measure is checked
against with a threshold.

Difference matching rule

(3.10) fdifference =
n∑

i=1

|Xi − Yi| .

Slope matching rule

(3.11) fslope =

n∑
i=1

|(Xi+1 − Yi+1)− (Xi − Yi)| .

Physical matching

(3.12) fphysical =
n∑

i=1

[(Xi − Yi) + 3|µ|] , µ = min
i

(Xi − Yi) .

3.3.6 R-contiguous bits matching

The rcb matching rule is defined as follows, if x and y are equal-length strings defined
over a finite alphabet, xMy is true if x and y agree in at least r contiguous locations
[14] (e.g., if x = {aebcda} and y = {adbcea}, then xMy is true for r ≤ 4 and false
otherwise). In the binary strings case, the detector d is specified by a binary string
c and threshold value r matches a string x if rcb of c matches the corresponding
bits (at the same positions) of x. Although, it was initially implemented to asses
approximate matching between two strings, the rcb rule was proved to be an useful
tool mathematically speaking and also, an appropriate model for approximate T-cells
matching. The parameter r determines the detector’s degree of specificity; for a small
value r, it results that the detector is more general.

R-chunk matching rule represents a generalization of the rcb matching rule (see
[4, 14]), a detector is specified by a binary string c and parameter r. An r-chunk
detector d is said to match a string x if all bits of c are equal to the r bits of x in the
window specified by c. Unlike the rcb matching rule, the r-chunk approach allows the
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use of detectors of any size, what results in improvement of the ability of the detectors
to cover the self-space. Compared with rcb matching rule, in this case the matching
window is specified for each individual detector; a group of r-chunk detectors that
cover all possible windows has the same effect as an rcb detector.

Mathematical description of the algorithm, an element in the shape-space x =
(x1x2 . . . xm) and a detector d = (k; d1d2 . . . dr), r ≤ m and k ≤ m − r + 1, match
according to the r-chunk rule ⇔ xi = di, (∀) i = k, k + r − 1. That means, the
element x matches with detector d if, at position k, there is a sequence of length r
where all the characters are identical.

Remark 3.2. The matching rule is an important component in a NSA. It defines
when a data item is considered to match or to be recognized by detectors and depends
on the representation scheme of the data item and the detectors. Thus, data repre-
sentation is one of fundamental differences between most models and algorithms. It
decides and limits the possible matching rules, the generation mechanism of detec-
tors, and the detection process. In context of our model data representation is string
representation over higher alphabet.

Using Gray code, two consecutive strings differ only by 1 bit; thereby, affin-
ity in problem space is to some extent maintained in shape-space. A real number
x ∈ [0, 1] which can be represented in a binary encoding using the transformation
floor(255x+0.5), and then encoding it in 8 bits. Due to this, the binary encoding is
not most suitable method for generalization, and matching rules should accurately
represent the data proximity in the problem space. Also, matching rules have effects
in searching the shape-space, rcb matching rule produced a grid-like shape, while
r-chunk matching rule generated similar but simpler shapes, Hamming distance and
R&T matching rules produced a fractal-like shape. For example, the shape of areas
covered by rcb and r-chunk matching rules were not affected by changing encoding
from binary to Gray, because similarity between two real values is not reflected in
their binary representations [19, 25, 14].

3.4 Distances between agents

We are interested to obtain a model to assess the behavior of a robotic swarm in two
practical examples. The robotic swarm must perform: (a) to follow the leader: the
swarm has a leading robot and the other robots must follow this leader’s actions and
trajectory and (b) to group in a limited region of the environment. In this respect,
self robots will be those robots which (a) will follow the actions of the leader in a
precise manner and (b) will be grouped in the same region of the environment (b).
To distinguish between self and non-self robots in these two cases means to compute a
distance between agents that is further reduced to compute a distance between strings
in our P-colonies based model.

In the first case, after simulating the behavior of the leader by generating all his
configurations step by step we compare them with those of the following robots and
we will consider that all of agents that have a distance to the leader greater than
a default value are non-self robots. In the second case a specific distance between
robots must be not greater then a fixed value.

Definition 3.3 ([18]). Let’s consider two data objects {X,Y } (characteristics, fea-
tures, etc.), where Xi is the number of objects present in X and absent in Y , Yj is the
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number of objects absent in X and present in Y , α = X ∩Y is the number of objects
common to both data, and β = X\Y and γ = Y \X are the numbers of objects absent
from both data sets. In this respect, the similarity measure is given by the number
S (X,Y ) = ∆(α, β, γ) and measure the present and the absent matches, respectively
D (X,Y ) represents measure the corresponding mismatches, i.e., dissimilarity.

Next result supplies necessary conditions that must be fulfilled so that a distance
coefficient represents a metric distance.

Definition 3.4. A metric on a nonempty set Π is a function (also called a distance
function) ∆ : Π×Π → �+ which is required to satisfy the following conditions:

i) ∆ (X,Y ) ≥ 0, (∀)X,Y ∈ Π (non-negativity)

ii) ∆ (X,Y ) = 0 ⇔ X = Y (identity)

iii) ∆ (X,Y ) = ∆ (Y,X), (∀)X,Y ∈ Π (symmetry)

iv) ∆ (X,Z) ≤ ∆(X,Y ) + ∆ (Y, Z), (∀)X,Y, Z ∈ Π (triangle inequality),

As we mentioned, when considering a P swarm with a desired collective behavior,
in order to describe the interactions between two or more agents, not necessarily
from the same colony, the problem goes down to measure the distance between them,
namely to compare their characteristic configurations. A configuration of a PCol
automaton is defined by a string containing words and letters from its alphabet. For
this purpose, we introduce the distance between two agents as follows and further
demonstrate a proposition.

Definition 3.5 (Distance between two agents). The distance between two agents
Bi,j from Πi and Bk,l from Πk is given by the relation

(3.13) ∆ (Bi,j , Bk,l) = ∆ ({eijfij}, {eklfkl}) ,

over all configurations obtained at the same step.

Definition 3.6 (Relation between two agents). Two agents Bi,j from Πi and Bk,l

from Πk are related, and this is denoted by Bi,j Bk,l, if ∆ (Bi,j , Bk,l) ≤ ε, where
0 ≤ ε ≤ 1. Otherwise, Bi,j and Bk,l are rejecting each other.

Proposition 3.1. If ε = 0, the relation between agents ” ” is reflexive, symmetric
and transitive.

Proof. Taking into account Definition (3.4) and relation (3.13) ⇒ results immediately
that ∆ (Bi,j , Bi,j) = 0. It’s assumed that ∆ (Bi,j , Bi,k) = 0, for Bi,j , Bi,k ∈ Πi . If
∆ (Bi,k, Bi,j) ̸= 0 and according to Definitions (3.4 - 3.6) ⇒ Bi,k, Bi,j /∈ Πi which
is a contradiction. Also, if Bi,j , Bi,k ∈ Πi and ∆ (Bi,j , Bp,q) = 0 = ∆(Bi,k, Bp,q) ⇒
Bp,q ∈ Πi. �

Formally speaking, to calculate the distance between two agents is equivalent with
to measure the similarity between their characteristic configurations. Practically,
this can be determined by adapting specific formulas of the distance-based family of
similarity metrics for calculating the distance between strings.
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4 Conclusions

We have introduced a bio-inspired computational model based on a new idea of com-
pute distances between agents using distances over strings. This model could be used
to assess the behavior of a robotic swarm such as discriminating between self and
non-self robots. The distance between agents is the based on a measure of dissimilar-
ity between strings representing configurations of the respective automata. Directions
for extending this research include the development of a P colony and P automata
simulator, the proposal of new distances between agents for other applications such
as path planning and collective decision making and to test this new model on a real
robotic swarm.
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